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Awareness Through Information Sharing

Incidents/Articles of Note:

¢ Criminal Hackers Targeting K-12 Schools, U.S. Government Warns

e Samsung Denies Social Security Numbers Involved In Latest Breach

e How One Cybersecurity Nonprofit Is Working To Keep Elections Secure

e CISA Warns Of Possible DDoS Risk In Contec Patient Monitor Medical
Devices

¢ VA CIO DelBene Making the Cyber Gates a Little Higher, More Well-Rounded

e Booz Allen Hamilton and CyberSaint Partner to Provide a SaaS Solution
Delivering Real-Time Cyber Risk Qualification and Executive Level Metrics

e 2022 FAIR Conference to Explore Scaling Risk Management Practices to
Tackle Growing Cyber Threats

This is an open-source product. Redistribution is encouraged.
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The Cyber Threat

The field of cybersecurity is always

evolving, and nothing suggests that that
is likely to change soon. That's because
hackers are constantly finding new ways
to infiltrate systems. A degree or
bootcamp will give you the foundational
knowledge you’ll need to launch your
career, but cybersecurity professionals
need to be constantly learning once
they’re out of school.
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H1 2022: Malware And
Vulnerability Trends Report

This report examines trends in malware
use, distribution, and development, and
high-risk vulnerabilities disclosed by
major hardware and software vendors
between January 1 and June 30, 2022.
Data was assembled from the Recorded
Future® Platform, open-source
intelligence (OSINT), and public
reporting on NVD data.

Observe Suspicious
Activity?

Report Online

Not a VFC Shield Member?
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The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve
public safety and reduce the probability of becoming a victim of a crime.
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